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Abstract. Passwords are still the most common authentication method
for various digital services. The majority of the research into passwords
is focused on technical concerns rather than the human elements of password construction. In this paper, we aim at studying cultural aspects
of leaked passwords with the usage of an online game. In particular, we
introduce a novel web-based data collection tool utilizing gamification
elements that benefits from appealing aesthetics and implemented narrative elements to engage users into prolonged play. The player’s role is
to label presented passwords with available descriptive tags. Our goal is
to collect a large number of gaming data to identify prevalent tag choices
through consensus, and as such, assign perceived meaning to the passwords through the tags. An initial field test of the prototype returned a
high number of responses that were determined to be valid when assessed
via internal controls.
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Introduction

Passwords play a pivotal role in modern computing. They are still regarded as the
most common form of user authentication in digital services. Despite this, user
generated passwords remain a weak and exploitable security measure resulting
from users generally creating passwords that are easy to crack [13, 6]. Research
into passwords tends to favour investigations into the storage and security of
passwords, such as research into the effectiveness and effect of password strength
meters [12], or the guess-ability of a password [4].
The human-side of passwords, in the form of improper password creation
practices, is a sizeable vulnerability in the authentication scheme, yet there remains little research in the area of the sociological factors of password creation.
It poses the question: What are users thinking when creating passwords?. A survey of 470 Carnegie Mellon University computer users collected data on the
behaviours and practices related to password use and creation when faced with
new stricter password policies [10]. Results showed 19% of users had difficulty
remembering passwords, and that over half the users reused or slightly modified
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old passwords, often with the inclusion of special characters, as they were a new
policy requirement. Almost 80% of users created passwords based on a word or
name. Overall, the paper suggested that users create passwords that just meet
the minimum technical requirements, and that common use of words or names
is to assist memorability.
Further studies into password creation habits showed that users are conscious of the strength of their passwords, believed in incorrect security practices,
and over estimated the privacy of their personal information [13]. Regarding
how cultural factors play into password construction, a 2018 study of a metadata rich leak from a Middle Eastern bank showed that there were identifiable
trends present that separated individuals from different cultures [1]. The aforementioned research suggests that there is a human context to password creation
beyond just technical restraints.
In this paper, a solution to the lack of research into the sociological meaning
of passwords is presented in the form of a game. Our prototype3 takes real
passwords from various data-leaks and assigns tags with some form of context
or meaning to the password. With this data, it is possible to identify trends
occurring across different data-leaks, such as establishing a prevalence of sexist
or explicit passwords in one social media website when compared to another.
These findings can assist in the research of password creation and further the
understanding of not only why humans make weak passwords, but how they
make weak passwords. Studies have shown that humans are great problem solvers
and are motivated by assisting scientists [3, 11]. Our game takes this approach
by being freely accessible to all interested parties who wish to take part in its
quick and easy game-play through their web-browser. The game engages with
the player and leverages the power of human reasoning to interpret the presented
leaked passwords.

2

System design

Our prototype is split into a front-end, which is the game a user experiences,
and a back-end, which is the database of passwords used and the storage of the
user responses. The front-end is hosted on two indie game platforms and can
be played in-browser or downloaded to play locally. The back-end database is
hosted online through a web hosting service called Hostinger [8]. This MySQL
database is populated with real passwords taken from 10 different sources, most
of which are data-leaks from well known sources such as LinkedIn and NordVPN.
The interaction between the front and back-end comes when a user boots up the
game. The front-end contacts the database and returns a password at random
to present on screen to the user. To ensure uniformity of the data, there is
a check to ensure all passwords are labelled an equal number of times, or as
close as possible. Once a user has assigned labels to the password presented, the
database updates that password with this data and returns a new password to
the user, and the loop continues.
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The front-end is the game experience a user interacts with and can be seen in
Figure 1. It was designed with the idea of promoting user engagement to prolong
playtime. To do this, it leaned into game design theory [7], colour theory [5] and
interaction design [9]. It also leaned into the gestalt principles of design for
improved usability [2].

Fig. 1. Prototype gameplay

As depicted in Figure 1, the game consists of a (real world leaked) password
placed in the centre of the screen surrounded by a collection of buttons with
labels that can be chosen. The core game-play loop is for the user to interpret
the password and chose the labels they feel appropriate before submitting and
receiving a new password. A robot character provides encouragement and asserts
a narrative in which the user is under attack and must label passwords to protect
them. There are also points in the game-play where the user is presented with
multiple choices associated with the narrative that results in a branching tree
style story-line with 7 potential endings. Upon completing the game, the user is
congratulated and given the option to play again.
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Preliminary Results

The prototype was loaded with 1829 passwords taken from 10 different sources.
Eight of these sources were legitimate passwords taken from data-leaks. In particular the data leaks were from LinkeDin, NordVPN, YouPorn (porn website),
Ashley Maddison (online dating service), Hotmail, 000Webhost (web-hosting
service), Muslim Match (Muslim dating website) and Faith Writers (Christian
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focused website). The heterogeneity of the data sources allows us to experiment
and analyze how the cultural context of passwords is altered on (very) different
digital services. The two remaining sources were controls for validation, one being the top 20 most common passwords seen in 20224 , and the other a list of 40
randomly generated passwords.
Eight labels were chosen to be presented to the users for the experiment.
Three labels were negatively charged (i.e., Sexist, Racist, Explicit) to see the
distribution of this sort of label across the sources. Two labels (i.e., Personal
and Pop Culture) were chosen to examine how the passwords were perceived
to connect to the creator and their surrounding culture. Finally, three labels
(i.e., Randomly generated, Secure, Insecure) were chosen both to assist validation control, but also to gauge the users’ perception of password strength in
combination with the other labels.
This setup has been active for 26 days before the responses were analysed.
There were 3074 instances of passwords being labelled with a total of 4012 labels
across the total of 1829 passwords. The distribution can be seen in Figure 2.
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Fig. 2. Preliminary results of leaked password labels

The most frequently occurring labels across all sources were the Insecure
and Personal labels. This is in line with related research which states users
make passwords that are weak and based in common words and names to improve memorability. They were in fact the highest occurring labels for all sources
4
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other than the two control groups. Further results showed the Pop Culture label
occurring twice as often in the Faith Writers (Christian religion related) website
over a Muslim religion related website, which could be explained by the likelihood that the prototype was played primarily by western culture users. The
negatively charged labels were most commonly seen in sex-related websites but
also the Faith Writer website. On the one hand, it could be expected to see
this representation in the sex-related websites as research shows users tend to
be careless with passwords for these kinds of accounts. On the other hand, the
presence of the Christian religion website could be explained by the potential
negativity of the players towards religion or a false positive understanding of the
meaning of the password.
Regarding the validity of the results, there are three factors that we took into
account. First, none of the top 20 most common passwords of 2022 were labelled
as secure. Second, there were twelve cases of a password appearing in multiple
sources (between 2 and 4 times). It was seen that each of these incidences, that
password was labelled identically. Finally, the randomly generated passwords
were labelled as Random, Secure and Insecure in concurrence with what was
expected based on the strength of their construction. These three results, on top
of the expected result of seeing the high frequency of the Insecure and Personal
labels, give validation to the experiment by conforming to expected outcomes,
and attest that the data is reflecting the perception of the population regarding
the meaning of the passwords.
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Conclusion

In this work, we attempt a first look on the cultural context of leaked passwords.
We design a prototype that utilizes gamification techniques and feeds with real
world leaked passwords for users to examine and label passwords. Our preliminary results utilizing data from heterogeneous sources suggest: i) large portions
of insecure passwords, ii) personal context being dominant in password creation
and iii) negative labels (e.g., sexist and explicit) being dominant on porn or
dating services.
The validation of the experiment shows that our prototype is getting accurate results, and the accumulation of 3074 user entries over 26 days shows the
potential for much larger data gathering cycles. The experiment is considered a
successful test run and gives motivation for the design and implementation of
a second, larger experiment. This new experiment would benefit from a much
larger experimental run-time and appropriate advertising. Furthermore, the labels and password sources could be refined to answer new questions. As the
experiment runs and each password gets more and more instances of labelling, a
picture will be drawn of a reflection of the populations perception of the interpreted meaning of passwords, and give context to passwords in a way we have
never had before.
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11. Sullivan, D.P., Winsnes, C.F., Åkesson, L., Hjelmare, M., Wiking, M., Schutten,
R., Campbell, L., Leifsson, H., Rhodes, S., Nordgren, A., et al.: Deep learning is
combined with massive-scale citizen science to improve large-scale image classification. Nature biotechnology 36(9), 820–828 (2018)
12. Ur, B., Kelley, P.G., Komanduri, S., Lee, J., Maass, M., Mazurek, M.L., Passaro,
T., Shay, R., Vidas, T., Bauer, L., et al.: How does your password measure up? the
effect of strength meters on password creation. In: 21st USENIX security symposium (USENIX Security 12). pp. 65–80 (2012)
13. Ur, B., Noma, F., Bees, J., Segreti, S.M., Shay, R., Bauer, L., Christin, N., Cranor,
L.F.: ” i added’ !’at the end to make it secure”: Observing password creation in the
lab. In: Eleventh Symposium On Usable Privacy and Security (SOUPS 2015). pp.
123–140 (2015)

